The concern of information security and data protection is growing and getting more critical day by day within organizations and companies. This has led developers and researchers to find advanced ways of defense against attacks on networks. One of these ways is using Honeypots. Honeypot is an information security resource used to protect network resources in the way of diverting attackers from their real targets. At the same time, it is used as a tool intended to be attacked and compromised to collect information about attacks that organizations might face and use the collected data to develop methods for protection against these attacks.
Introduction
As world population increases each day, the usage of internet is increasing too. Simultaneously, number of cyber criminals are increasing and causing enterprises and organizations huge financial losses by taking advantage of existence vulnerabilities. The privacy and security of each user has become more important concern. There are many tools and technologies that provide security such as firewall, intrusion detection and prevention system. But, usually these tools and technologies give gigabytes of information and in turn it's needed to dig in to it to get the required useful information.
In military actions, it is critical to know the behavior of enemies, how they attack, what tools they use, which path they take and what they are targeting. This information is used to fix vulnerabilities. To collect such information without the awareness of the attacker, a tool is used called Honeypot.
There are various definitions of Honeypot given over the years by different researchers and developers in this area which causes misconception and confusions in the definition of the term. Some think that it is a weapon against hackers, while some others say it's a tool used for deception. On the other hand, some researchers in this area consider it as a tool for intrusion detection. Spritzner defined Honeypot as "a security resource whose value lies in being probed, attacked or compromised" [1] . According to Spritzer's definition, it could be said that Honeypot is used as a system to be attacked and compromised so that the information about the attacker is gather in this way. No matter if it's a router or a production system, as far as its attacker by the hacker.
Since late 80's, firewalls have been used as an initial design to prevent or slow down hacker's attacks and threats [2] . As a new security layer beside firewalls, intrusion detection system (IDS) and intrusion prevention system (IPS) technologies, Honeypots were invented. David Watson and Lance Spitzner in their publications agree on that the early publications about Honeypots were by Clifford Stoll and the white paper by Bill Cheswick in 1990/ 1991 [1, 3, 4] . Furthermore, Lance Spitzner in his [1] mentioned the history of Honeypots in details . In 1997, one of the first Honeypot solutions in the name of Fred Cohens Deception toolkit was released.
In 1998, first commercial Honeypot called CyberCop was sold to the public. In the same year, Back Officer Honeypot which is a free product was released. Honeypot Project was formed in 1999 [5] . In 2000/2001, organization started to use Honeypots for researching and detecting new threats [1, 6, 7] .
In general, attacks are divided into four categories which are interception, interruption, modification and fabrication. Security is under risk due to these types of attacks. Each of them is targeting different aspects of security which are availability, confidentiality and integrity of the data. Availability means providing information 24/7 to authorized people any time they want to access them. Confidentiality is about not allowing users to access critical information if they do not have permission while Integrity means making sure that the data is not being changed by preventing attackers from doing so.
The significant ideas behind this paper are to make a comprehensive and analytical review on the low and high interaction Honeypots.
As a matter of fact, the community doing research around Honeypots focuses on revision of a single aspect of Honeypot whether it is Implementation, effectiveness or limitation. Authors believe that there are no critical review done which contain all the above mentioned aspects of Honeypot, hence makes a gap in this research area. Therefore, the scientific contribution of this paper will help filling the gap by critically reviewing Honeypots and give comprehensive and analytical comparison of Honeypot types.
For that, this paper presented in the following structure. In the previous section, a literature review has been presented regarding Honeypots. In the next section, the advantages and disadvantages of Honeypots are presented. After that Honeypot architecture will be followed. This is followed by analytical comparison between types of Honeypot. The paper ends with a conclusions section.
Advantages and Disadvantages of Honeypots
Honeypot has powerful strengths due to the simple concept it has. Below are some advantages described by Spitzner and Niels Provos [1, 8, 9 ]: 1-Small data set: Honeypots give precise information about the attacker in a quick and understandable way. This leads to immediate analysis and reaction toward attackers.
2-Encryption: regardless of whether the attack is encrypted or not, Honeypot will detect it as soon as there is an interaction with it.
3-Minimal resource: Honeypot can do its work even with a simple computer. This makes it require minimal resource.
4-IPv6 and IPv4: it works in both IPv6 and IPv4 environment. Even if an attacker uses IPv6, it will be detected.
5-Highly flexible: Honeypots can be used in different sized networks regardless how big the network is.
6-Reduced false positives and detecting false negatives.
Honeypots have several disadvantages beside the aforementioned advantages like all other technologies [1, 8, 10] 1-Limitation in the view: Honeypots can gather information regarding threats and attacks interacting with them. They don't have the ability to detect threats outside the Honeypot network.
2-Risk: there is a probability that the attacker use the Honeypot system to attack other organizations and networks without Honeypots.
Splitzner also mentioned another disadvantage which is fingerprinting. An attacker has some behaviors put in mind regarding systems, whenever these behaviors are detected, then the attacker will identify the Honeypot based on these characteristics.
Usages of Honeypots
Honeypots are used in various ways for different purposes. Authors (Roger A Grimes, thehoneypotproject and David Watson) agree on some general usages stated below [3, 5, 11] 1-Attack prevention 2-Attack detection 3-Attack responding
4-Research purposes
Grime in [11] outlined the reasons of using Honeypots in the following points:
1-Honeypots give less false positive. What is meant by false positive? This is when a security tool indicates a non-malicious activity as a malicious.
2-Honeypots are used to detect threats earlier since they give lower rate of false positive 3-Honeypots do not differentiate between detecting new unknown threats and known attacks. They are capable of gathering info about the attack even if it is unknown. 4-By using Honeypots, organizations and researchers will know who they are dealing with and know their enemy in the way that reveals what techniques they are using and the way they attack.
Cihan University-Erbil Scientific Journal 5-Usually Honeypots are configured as a security layer after firewalls, IDS and IPS, so any threat made through the firewall, IDS and IPS will be detected by Honeypots.
6-Honeypots are being used in research area to find vulnerabi and networks.
HoneyPot architecture
Honeypots are real systems configured with the high interaction capability to be attacked by hackers. To successfully deploy a Honeypot architecture, three important elements are required which are data control, data capture and data collection The general Honey net architecture is shown in Fig. 1 A general view of a deployed Honeypot system Data control: it gives space to attacker to perform activities required for compromising, the more freedom is given to the attacker to being collected about the attacker. However, more space allowed, the probability of putting the system in to risk will increase and the attacker may use the system to attack other organizations. Usually Honeypots are configured as a security layer after firewalls, IDS and IPS, so any threat made through the firewall, IDS and IPS will be detected by are being used in research area to find vulnerabi
Honeypots are real systems configured with the high interaction capability to be attacked by hackers. To successfully deploy a Honeypot architecture, three important elements are required which are data control, data capture and data collection The general Honey net architecture is shown in Fig. 1 .
A general view of a deployed Honeypot system
Data control: it gives space to attacker to perform activities required for compromising, the more freedom is given to the attacker to operate, and the more data is being collected about the attacker. However, more space allowed, the probability of putting the system in to risk will increase and the attacker may use the system to attack Usually Honeypots are configured as a security layer after firewalls, IDS and IPS, so any threat made through the firewall, IDS and IPS will be detected by are being used in research area to find vulnerabilities of systems Honeypots are real systems configured with the high interaction capability to be attacked by hackers. To successfully deploy a Honeypot architecture, three important elements are required which are data control, data capture and data collection [5, [12] [13] [14] .
1 A general view of a deployed Honeypot system [12] Data control: it gives space to attacker to perform activities required for operate, and the more data is being collected about the attacker. However, more space allowed, the probability of putting the system in to risk will increase and the attacker may use the system to attack f monitoring all the activities performed by attackers and then analyze them to learn more about the way and technique used by the 
Low and High Level Honeypots
As mentioned before, there are two types of Honeypots. Basically, they are low interaction and high interaction Honeypots.
In low interaction Honeypot, the attack only a hard disk provided by the honeypot owner through the operating system without putting other local resources in danger as it can be seen from Low interaction Honeypots require less resource hence they need less code and they require much less response time.
On the other hand, high interaction Honeypots are designed in such way tha intruder attack most of the resources provided by the Honeypot owner so that the intruder spend as much time as possible on the network so that enough information is collected from the attacker. As it can be seen from access Hard disk as well as other local resources to waste the time. In general, high interaction Honeypots provide more security by being difficult to detect but they are difficult to be configured and maintained. High interaction Honeypots are more complex therefore they require more coding. Data collection: when an organization has many Honeypot systems spread around the world, a data collection technique is required to collect the information from
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1-Implementation
High interaction Honeypots have a real operating system and machine dedicated to them and allow the attacker to have full access to the machine. High inte between the attacker and the Honeypot will lead to gathering extensive amount of information about the thread.
On the other hand, low interaction Honeypots are simpler, easier to deploy, and easier in maintenance since a part of the system or some service is available for the hacker to attack it.
2-Effectiveness/ Performance
Both low and high interactions Honeypots have some flaws in their performance as do other security tools and technologies in spite of having discu
a) Turning against administrator
Since high interaction Honeypots are involved completely with the attacker, there is a possibility that the attacker uses the Honeypot to attack other systems and act against the administrator while low interaction type is safer in this point since the system is partially available for the attacker. The author divided these differences into three categories which are implementation, effectiveness/performance and limitation [15] [16] [17] [18] .
On the other hand, low interaction Honeypots are simpler, easier to deploy, and easier in maintenance since a part of the system or some specific service such as mail service is available for the hacker to attack it.
Effectiveness/ Performance
Both low and high interactions Honeypots have some flaws in their performance as do other security tools and technologies in spite of having discussed advantages.
Turning against administrator
Since high interaction Honeypots are involved completely with the attacker, there is a possibility that the attacker uses the Honeypot to attack other systems and act against the administrator while low interaction type is safer in this point since the tem is partially available for the attacker. Since high interaction Honeypots are involved completely with the attacker, there is a possibility that the attacker uses the Honeypot to attack other systems and act against the administrator while low interaction type is safer in this point since the
b) Zero day exploits
Zero day attacks are more dangerous than normal attacks since they leave no time to response [19] . Because of their simplicity in the algorithm they use, low interaction Honeypots are not well suited to capture zero day exploits. To solve this problem, high interactions are used due to extensive information gathered by them using complex algorithms.
c) Failure effects
The writers believes that the failure of high interaction Honeypots is much more than the low interaction type. Failure of low interaction Honeypots will not cause severe damages since they are an illusion of the machine. While high interaction Honeypots are real systems, if they fail, the attacker would use them to send active and passive attacks to other systems and organizations.
3-Limitations
Honeypots can only gather information about threads that interacts with them. They are unable to detect threads outside the Honey net. This is a limitation shared by both the low and high interactions Honeypots [16] .
It is believed that due to their low interactions, enough information about the attacker may not be collected and hence may not help the organization to track the attacker.
Conclusion
Honeypot is a new technology which is emerging into networking and internet world. Due to their significant advantages, they can be applied to different environments with different sized network either it is large or small. A well configured Honeypot will get valuable information on attacks and the attacker Beside their ability of reducing false positives, they could be deployed in different sized network because of their flexibility and scalability. For thread detection environment, low interaction Honeypots is sufficient and will do the work. But if extensive information is required, high interaction Honeypots is the solution. This paper showed that both types of Honeypots are effectively used against attacks, but each has its own drawbacks. to over these Achilles heel, author believes that Honeypots should be configured and put in a way after firewalls, Intrusion detection and Intrusion prevention systems so that if a threat was successful to pass over them then it will be caught by Honeypot. So the system will have an extra layer of security against turning the Honeypot against administrator.
Author believes that Implementation, performance and limitations of Honeypots must be considered for developers when adapting a Honeypot for monitoring and auditing traffic over the network.
